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Hacking Incidents  Reported to OCR Since 9/01/2020 

177 Reported Hacks  9/1 – 12/15/2020

Impacting 13.5 million individuals

vs. 218 Hacks 1/1/2020 – 8/31/2020

Impacting 7.3 million individuals 



* * E x e r c i s e  – E x e r c i s e * *  © 2 0 2 0  A m e r i c a n  H o s p i t a l  A s s o c i a t i o n  -

Polling Questions:  
1) Do you have any direct responsibility for 

cybersecurity in your organization?   

Polling Options: Yes, No

2) Do you use an outside party to manage your 

cybersecurity? 

Polling Options: Yes, No, I Don’t Know
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Threat 1: Expanded Attack Surface

 Rapid Expansion and Deployment of network 

and internet connected technologies

 Connected Medical Devices and Ventilators,  

remote monitoring to save PPE

 Telehealth and Telemedicine 

 Telework  

 Cloud Services 

COVID-19 Induced Cyber Triple  Threat  -

Cyber Criminals Exploiting a  Crisis 
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Healthcare = Data Rich Environment = Target Rich Environment 

Targeted Data

National 

Security

Nation states, criminals, insiders and hacktivists are aggressively targeting 
healthcare providers to steal their valuable data. “One stop hacking!” 

Hacktivist

Insiders

Nation State Spies

Terrorists

Foreign Criminal 

Organization
Nation State Military
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Threat 2: Increased Attacks
 Up to a 700% increase in phishing emails, including BEC

 MFA, Email ATP, Verbal Authentication  – Education! 

 Attacks on devices and remote network vulnerabilities 

 Network/Device Mapping, Inventory, Security and Patching

 Business Associate and Cloud Attacks 

 Data Mapping, Vendor Risk Management Program, BAA, Cyber Insurance 

 Ransomware Attacks – Patient Care and Safety Issue!

 Redundant Offline Backups, Patching, Incident Response Plan and Exercise

 Theft of COVID Related Research, Treatment Protocols and Vaccine Research

 Risk Management Program to Identify Risk and Protect Research and Preserve  

Government Funding
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 Hospitals and health systems face human, 

financial and technical cybersecurity 

resource constraints due to reduced 

hospital revenue

 The AHA released a report in June which 

estimated the total losses for hospitals and 

health systems to be at least $323 billion

 Leaving limited funds available to bolster 

cybersecurity defenses, recruit and retain 

scarce cybersecurity professionals

Threat 3: Resource Constraints 
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Anatomy of a Cyber Attack

INITIAL 

COMPROMISE /

CRED THEFT

RECON
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 Internet facing   

vulnerabilities 

 Open RDP 

EXFILTRATE

DATA

ESTABLISH 

FOOTHOLD

ESCALATE 

PRIVILEGES

MAINTAIN 

PRESENCE
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Polling Questions:  
1) Do you use multi-factor authentication on ALL your social 

media and personal email accounts? 

Polling Options: Yes, No, I Don’t Know

2) Does your organization conduct email phishing tests?

Polling Options: Yes, No, I Don’t Know

3) Does your organization use a warning banner to identify 

emails originating from outside the organization? 

Polling Options: Yes, No, I Don’t Know
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October 28 – 30 

 On 10/28 late evening,  an unprecedented 

cyber warning is issued by the government: 

“CISA, FBI, and HHS have credible 

information of an increased and imminent 

cybercrime threat to  U.S. hospitals and 

healthcare providers.” 

 On 10/29 the AHA which has been directly 

briefed by DHS and FBI ahead of the warning 

and issues a special bulletin amplifying the 

warning and indicating phishing emails are 

the primary attack “vector” / methodology. 

 Potential for multiple hospitals being 

targeted in same region simultaneously
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“A ransomware attack on a hospital 

crosses the line from an economic crime to 

a threat-to-life crime; these attacks should 

therefore be aggressively pursued and 

prosecuted as such”

“…With resource constraints imposed upon 

hospitals and health systems in response 

to COVID-19, additional safe harbor 

protections from civil and regulatory 

liability be provided to hospital and 

health system victims of cyberattacks.”
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“Affected agencies shall immediately disconnect 

or power down SolarWinds Orion products, versions 

2019.4 through 2020.2.1 HF1, from their network.”

“Treat all hosts monitored by the SolarWinds Orion 

monitoring software as compromised by threat actors 

and assume that further persistence mechanisms 

have been deployed” 
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A Layered Approach to Cybersecurity = Defense in Depth 
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• Does your organization have a vendor risk management program (VRM)? What is 

the governance structure and does that structure still make sense?

• Is there a formal process to incorporate cybersecurity in the VRM program?

• Is there process to conduct periodic in-depth technical, legal, policy and procedural 

review of the VRM program and the BAA? 

• Does the BAA include cybersecurity and cyber insurance requirements for the 

vendor and any subs of the vendor? Are the coverages and limits sufficient? 

• Annual cyber risk assessments for vendors? 

• Compliance requirements with applicable regulatory standards  - HIPAA, PCI, PII, 

taxpayer funded medical research and IP? 

• Identify, risk classify and risk prioritize vendors and their subcontractors based 

upon:

• Aggregation of data – regulated data and unregulated data such as pop health     

genetic studies, clinical trials, COVID-19 research 

• Access to sensitive data, networks, systems and physical locations         

• Criticality/Impact to continuity of operations - Clinical, facilities, utilities, 

business (e.g. telecom, medical transcription, billing and coding, PPE supplies, etc) 

• Foreign operations and foreign subcontractors 

• Implement risk based controls and cyber insurance requirements 

• Need to balance financial opportunities and greater supply-chain flexibility with 

potentially higher cyber risks associated with certain vendors

Strategic Vendor Risk Management Program Considerations
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https://healthsectorcouncil.org/wp-

content/uploads/2020/09/Health-Industry-Cybersecurity-

Supply-Chain-Risk-Management-Guide-v2.pdf

https://healthsectorcouncil.org/wp-content/uploads/2020/09/Health-Industry-Cybersecurity-Supply-Chain-Risk-Management-Guide-v2.pdf


• Backup status and security, 3-2-1, restoration point and time, offline?

• Do we have a unified cyber-incident response plan & is it up to date? 

• Multi-day impact and multi-incident plan? 

• Does it include specific individuals from all clinical, business, admin and 

facilities functions - with defined roles, responsibilities and off hours 

contact information and plan access?

• Activation and decision escalation protocol and matrices?

• Leadership role – designation and delegation of critical authorities? 

• Is the plan regularly tested, gaps and best practices identified and 

updated to include current threat scenarios such as ransomware? 

• Legal, regulatory, financial and reputational risks?

• Internal and external communications strategy? 

• Out of band communications ?

• Paper copies and downtime procedures?

• Continuity of operations – emergency management?

• Cyber insurance requirements – forensics firm ?

• FBI, government and forensics firm integration? 

Cyber Incident Response Plan
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Polling Questions:  
1) Do you have an updated cross function cyber 

incident response plan? 

Polling Options: Yes, No, I Don’t Know

2) Do you have cyber insurance? 

Polling Options: Yes, No, I Don’t Know



• How much cyber risk are we willing to accept?

• How much risk are we willing to transfer? 

• Do we have cyber insurance?

• What are the limitations and requirements?

• Vendor and subcontractor requirements?

• Scales with VRM risk prioritization 

• Is our cyber insurance coverage adequate and current 

to cover all costs associated with a: 

• Multi-day network outage 

• Breach mitigation and recovery 

• Lost revenue

• Reputational harm 

• Legal and regulatory exposure

• Victim and patient services – credit monitoring

• Forensics firms panel – integration with IRP

• Interaction and integration with other insurance policies 

• Ransomware coverage  – bitcoin

• “Act of war” exemption for cyber?
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Risk Tolerance and Cyber Insurance
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Polling Questions:  
1) Do you have multiple backup copies of your data? 

Polling Options: Yes, No, I Don’t Know

1) If yes, are the backup copies offline and network 

and segmented? 

Polling Options: Yes, No, I Don’t Know
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JOHN RIGGI
Senior Advisor for Cybersecurity and Risk

Experience Summary

John Riggi, having spent nearly 30 years as a highly decorated veteran of the FBI,
serves as the first senior advisor for cybersecurity and risk for the American Hospital
Association and their 5000+ member hospitals. John leverages his distinctive
experience at the FBI and CIA in the investigation and disruption of cyber threats,
international organized crime and terrorist organizations to assist on policy and
advocacy issues and provide trusted advisory services for the nations’ hospitals and
health systems. His trusted access to hospital leadership and government agencies
enhances John’s national perspective and ability to provide uniquely informed risk
advisory services.

In various leadership roles at the FBI, John served as a representative to the White
House Cyber Response Group and a senior representative to the CIA. He was also
the FBI national operations manager for terrorist financing investigations. John also
led counterintelligence field surveillance programs in Washington DC. John led the
FBI Cyber Division national program to develop mission critical partnerships with the
healthcare and other critical infrastructure sectors. John held a national strategic
role in the investigation of the largest cyber attacks targeting healthcare and other
sectors.

John currently co-leads a national HHS/healthcare sector task group to develop
resources to assist the field in managing cyber risk as an enterprise risk issue. John
launched a national campaign with the AHA and government agencies to help
members protect medical research against foreign threats. John was recently
selected to serve on the FCC hospital robocall protection group which will make
recommendations on reducing unlawful robocalls to hospitals.

He also served on the NY FBI SWAT Team for eight years. John is the recipient of the
FBI Director’s Award for Special Achievement in Counterterrorism and the CIA’s
George H.W. Bush Award for Excellence in Counterterrorism, the CIAs highest award
in this category. John presents extensively on cybersecurity and risk topics and is
frequently interviewed by the media.

jriggi@aha.org

(O) +1 202-626-2272

(M) +1 202-640-9159

Questions, Thoughts?

mailto:jriggi@aha.org
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Home and Office Computer Security 
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Home and Office Computer Security 
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Turn On Automatic Updates

Look in the device’s settings. You can do that by opening 

a web browser and typing in the device's IP address. Very 

often, the address is 192.168.0.1 or 192.168.1.1

Turn Off Features You Don't Use

Remote Administration (also known as Remote 

Management or web access from WAN),

Disable Universal Plug-and-Play, UPnP, which many 

home routers have enabled by default. 

Use Strong Passwords

The settings and connection passwords can both be 

changed via the router’s mobile app or the settings page 

(aka 192.168.1.1)

Make sure the passwords you create are strong and 

unique—that is, different from one another and from any 

other password you use. 

Change the Default SSID

Change the default name of your WiFi

network, also known as the SSID - No 

need to tell the hackers the make and 

model of your router! 

Better - Do not to broadcast the SSID at all. 

Once you do that, any device that's never 

been connected to your WiFi won’t be able 

to “see” your network.

Must manually input “new” network name 

Use WPA3

The latest standard, known as WPA3, 

encrypts your WiFi connection, making 

it harder for cyber criminals to guess. 

If your router and other devices don’t 

support WPA3, you can use the previous 

standard called WPA2-AES. 

Home Network - Router  Security 
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